MATERIAL DE APOIO

Google Cloud Skill Boost

Laboratorio 06 do Intermediate:
Navegar por decisoes de seguranca com o

Gemini
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1. Login no Console do Google Cloud

Link para o laboratdrio:

https://www.cloudskillsboost.google/paths/236/course_templates/978/labs/488168?locale=pt_B

R
1) Primeiro passo é fazer login no Console do Google Cloud, clique no botdo verde

“Comecar o laboratorio”:

02:15:00
"-\

2) Apoés, ira abrir o Painel de login no Console:

02:14:42 <: Botdo de terminar Lab, clique quando terminar

todas as tarefas. Ao lado,tempo atual.

Cuidado: Quando estiver no console, siga as

instrugdes do laboratérie. Caso contrario, @ Alerta dO Lab siga somente o que é pedido
y .

sua conta podera ser blogueada.
Saiba mais.

Open Google Cloud console <: Botédo para de login no Console do Google Cloud
Username

student-83-33b54888eba lD

Password Usuario e senha usados no login do Console

LgG9SnB8whmO lD

Project ID

k1abs-gcp-83-12d604¢ i L
R (W] <: ID do Projeto temporario criado no Console

3) Clique no botdo “Open Google Cloud Console” (1) com o bot&o direito do mouse e escolha
para abrir em uma aba Anénima/InPrivate, depois preencha o usuario . e senha . na pagina

de login:

Open Google Cloud console ‘I

Username \

etnudent-A3-32IhRARARRhA" 1


https://www.cloudskillsboost.google/paths/236/course_templates/978/labs/488168?locale=pt_BR
https://www.cloudskillsboost.google/paths/236/course_templates/978/labs/488168?locale=pt_BR

G

Fazer login
Use sua Conta do Google /2

{ E-mail ou telefone ‘

student-03-33b54808ebal@qwiklabs.net

Esqueceu seu e-mail?

G

Olal

@ student-03-33b54808ebal@qwiklabs.net v>

/3

[ Digite sua senha ‘

LgG9Sn08whmO

Mostrar senha

4) Aceite todos os termos e condi¢gbes do Google Cloud -:

em myaccount.google.com.

Seu uso dos Servicos do Google com esta conta também & regido por politicas internas da sua
organizacdo.

Google Cloud

Welcome student fe2a879d!

Create and manage your Google Cloud instances, disks, networks, and other resources it

one place.
student fe2a879d
X SWITCH ACCOUNT
student-03-33b54808ebal@qwiklabs.net
Country
[ Brazil -
Terms of Service

| agree to the Google Cloud Platform Terms of Service (2, and the terms
of service of any applicable services and APls.

Emaiﬁates

[ I would like to receive periodic emails on news, product updates and
special offers from Google Cloud and Google Cloud Partners.

AGREE AND CONTINUE




2. Tarefa 1

1) Habilite o Cloud Shell no icone do canto superior direito B:

 ——————————————————————————— e S —————— |
products, and more Q Search ‘ < E na ® : o
/ /' CUSTOMIZE

& Google Cloud Platform status

e
e

All services normal

- Goto Cloud status dashboard

rame

Billing :

Estimated charges USD $0.00
e For the billing period Jan 1 — 4, 2025

0 B Take atour of billing

—> View detailed charges

2) Quando terminal abrir, execute todos os comandos (Um por vez), indicados na TASK 1,

do laboratério. Como no exemplo a seguir:

@ % 4 - # Open Editor B8 3 B - ¢ B x

2. To set your project ID and region environment variables, run the following
commands

PROJECT_ID=§(gcloud config get-value project)

OBS: Para as préximas Tasks, utilize sempre a regido que aparece no primeiro comando.

3) Depois, clique no botdo do progresso:

Click Check my progress to verify the objective.

Enable the Cloud Al Companion API for Gemini and grant IAM roles

0 Verificar meu progresso
Assessment Completed! \



3. Tarefa 2

1) Ainda no Cloud Shell, execute o comando a seguir (A regido em negrito deve ser igual a

indicada na pagina do seu laboratério):

gcloud container clusters create test --region=REGION --num-nodes=1

2) O comando durara alguns minutos para terminar, depois tera uma indicacédo de RUNNING
quando estiver pronto:

NAME: test

LOCATION: us—westl

MASTER VERSION: 1.30.6-gke.1125000
MASTER IP: 35.230.35.6

MACHINE TYPE: eZ-medium

NODE VERSION: 1.30.6-gke.1125000

NUM NODES: 3
STATUS: RUNNING ‘

student 02 4dc83e7elc75@cloudshell:~ (gwiklabs-gcp-04-cfb5d0db2eea) s

3) A seguir, execute todos os comandos em ordem no Cloud Shell:

git clone https://github.com/GoogleCloudPlatform/microservices-demo && cd microservices-

demo

kubectl apply -f ./release/kubernetes-manifests.yaml

kubectl get service frontend-external | awk {print $4}'

OBS: O ultimo comando deve ser executado até que o EXTERNAL-IP do servigco aparecer, dessa

forma:

student 02 4dc83e7elc75@cloudshell:~/microservi 10 (qwiklabs-gcp-04-cfb5d0db2eea)$ kubectl get service frontend-externa

1 | awk "{print $4}°'
EXTERNAL-IP —
34.145.14.212

student 02 4dc83e7elc75@cloudshell:~/micros s-demo (gwiklabs-gcp-04-cfb5d0db2eea) s I

4) Copie o endereco IP e coloque em uma aba do seu navegador:

.‘ InPrivate = [0 131 Dashboard — qwiklabs-gcp-04-ct X & Online Boutique

& O A Nioseguro | 34.145.14.212

E‘] Importar favoritos Area dos Instrutores...

ONLINEBOUTICUE



5) Tique o botdo da Task 2 no laboratério.

4, Tarefa 3

1) Recarregue a pagina inicial do console GCP (F5), e agora clique no simbolo do Gemini no

canto superior direito 4 Voce podera agora comecgar o chat com o Gemini:

Q| 4 n @ : ° Gemini 24 a

/' /' CUSTOMIZE

& Google Cloud Platform
status

0.150/s All services normal

—> Go to Cloud status dashboard

0.075/s ..

Welcome to Gemini
& Billing Get help where you need it with a conversational assistant
) that answers your questions about Google Cloud, reviews

Estimated charges UsD $0. K ) )

code snippets, and troubleshoots issues quickly.
0 For the billing period Jan 1 - 4,
5PM 2025

Gemini is a work in progress and may display inaccurate
Take a tour of billing information. Your prompts aren't used to train the model.
Learn more (2

—> View detailed charges

Start chatting Learn more (2

H

Monitoring

2) Clique no botado Start chatting, e coloque o prompt que mostra no laboratério, dessa forma:

6. Enter the following prompt:

What services in Google Cloud can help me identify
areas to improve security for a set of microservices
running in a GKE cluster?

What services in Google Cloud can help me identify areas to improve security for a
set of microservices running in a GKE cluster?

Several Google Cloud services can significantly aid in

Gemini should respond with something similar to the following:
Enter a prompt >

3) Continue interagindo com o Gemini com os outros prompts, e seguindo as informagdes que

aparecem em Security > Risk Overview.

4) Va no caminho Kubernetes Engine > Clusters pelo Menu lateral esquerdo, ou no campo

de pesquisa acima da pagina:



kubernetesengine X Q, Search

Q  kubernetesengine

Q, kubernetes engine

& SEARCH RESULTS

@ Kubernetes Engine

'C Managed Kubernetes / containers
I

Clusters
4l ©

Kubernetes Engine

@ Workloads

Kubernetes Engine

5) Clique no Cluster de Kubernetes que foi criado anteriormente:

@ Kubernetes Engine & Kubernetes clusters CREATE DEPLOY (! REFRESH © oNBOARDING 1 LEARN
E Learn about Enterprise
[§]  AllFleets OVERVIEW OBSERVABILITY COST OPTIMIZATION
= Filter Enter property name or value [~] m
Resource Management ~
O status Name 4 Location Tier @ Number of nodes Total vCPUs Total memory  Notificatio

Hf: Qverview
E test us-west1 Standard 3 6 12GB Pods
E‘ = e

& Clusters unschedu
Y&  Workloads

f:  Teams

6) Clique no lapis de configuragcdo em Control Plane Networking:

& Clusters @ DELETE ADD NODE POOL DEPLOY EM CONNECT |0 DUPLICATE

IControI Plane Networking I «— /

DNS endpoint Disabled
Control plane access using IPv4 addresses Enabled
Public endpoint 35.230.35.6

Show cluster certificate

Private endpoint 10.138.0.2
Show cluster certificate

Access using control plane's internal IP address

Disabled
from any region
Authorized networks Disabled
anorce authorl|zed networks on control plane's Disabled
internal endpoint
Add Google Cloud external IP addresses to Disabled

authorized networks

7) Na tela que se segue, deixe ticado Enable authorized networks, e Access using the

control plane's external IP address, depois clique em SAVE CHANGES no pé da pagina:



Eai conuo p ane |ELWUIK]II(_.] A

[[] Access using DNS

DNS-based control plane access is recommended. For a simple, secure,
and scalable way to access the control plane, configure IAM-based
policies or token-based authentication.

Access using IPv4 addresses /

Enable authorized networks @

o If using IPv4 addresses, add at least one authorized network to
access your cluster using kubectl (or Kubernetes API) from
outside your nodes' subnet. Learn about authorized networks [2

Authorized networks @

Restrict the origins from where you can access the control plane

ADD AN AUTHORIZED NETWORK /

Access using the control plane's external IP address 0

|:| Access using the control plane’s internal IP address from any region 2]
|:| Enforce authorized networks on the control plane's internal endpoint @

|:| Add Google Cloud external IP addresses to authorized networks 9

[ e | il

8) Uma mensagem que o cluster esta realizando update ira aparecer:

( test

Updating the cluster.
The values shown below will be updated once the operation finishes.

OBS: Aguarde até o cluster tenha feito update corretamente, indicado por um ticado verde ao

lado do nome:

& test

9) Tique a ultima Task do laboratério, garanta que todas as tarefas foram ticadas no quadrado

amarelo flutuante localizado ao lado esquerdo da pagina:



To add an authorizer
Google Cloud consc
Networking, in the C
plane authorized ne

Check my progress

Check my progress
Applying the update

Check my progress
11. Once you see Y PES

you have succ
Click Check my progress to verify your performed task.

Remediate a security misconfiguration .

° Check my progress

Assessment Completed!

10

10) Finalize o laboratdrio no botdo vermelho do painel:

oo |

s »

Cuidado: Quando estiver no console, siga as
instrugdes do laboratério. Caso contrario,
sua conta poderéa ser bloqueada. Saiba mais.

( Open Google Cloud Console )

Username

student-82-4cbe1654fasee |

Password

46eMzbAsoBPY D

Project ID

qwiklabs-gep-62-29b343bt  |J




